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MTREGSEENRLR, URTENELMFFA, LA RHZ 25 RA
BRREWFEA. AN EGENEE, REEE &I T UK E 88 5D F AT
BE, eMNEAFRBEERENEXRENT R ERET D, NG 5B 7Bkt
fTIRf. XA ET - PMEARRERN TS, B RKEFHIX, FEe— L
B A A R AL RS AT T MR, A SEER P A R R ﬁiﬁﬁ%ﬂé&;‘%%ié’ﬂ
ﬁ%ﬁ&%ﬁ%kiéﬁﬁ Hkatey sk, Ak REESLE R —FRH

EXFEXFEF, RONU—FZLTENEBEMET HEEDEMNEE, A TPGGAN,
ZMIAEETREFIER, TAEAHRXAREDH L RN, NEDKEEARSF
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R & TPGGAN E—MESFFEE 8 &k, E%Akﬂéﬁ%ifc%ﬁ—%i%ﬁ&m
77 %, TPGGAN g 451k éd%ﬁﬂiﬁ%ﬁ&é’ﬂlﬂémﬁ FEHERCTEESR, TU#—
FRIALCHEHEN. ERWRETFF, ?FM*%&%B)Wi‘zfﬂﬁﬂﬂﬁ/\fg@ﬁéﬁ,
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Abstract

The safety of authorization system becomes a dominant issue due to the development of
hardware, algorithm and acute data breaches. State-of-the-art password cracking methods
can discover password hashes with extreme efficiency, they are commonly able to generate
lots of high-quality candidate passwords and compare theirs hashes with the leaks. These
approaches are generally based on a representative dictionary, i.e., a long list composed of
character strings, they extend this dictionary using some effective generation rules. Although
performing well on guessing task, they are obviously limited, both dictionary and generation
rules are updated by expertise and practice, which leads to a remarkable obstacle if one
requires further powerful tools, it’s time-consuming to improve them.

In this paper, we construct a novel cracking algorithm from different points of view, which
is called TPGGAN. This work is based on the framework of deep learning, which requires
zero prior knowledge of password, it models the transformation from gaussian distribution
to the true password distribution and samples from the transformed distribution to generate
high-quality candidate passwords. Moreover, we take the attack to specific population of
users into consideration, our method gets more efficient if extra information of users is
provided, which shows strongly competitive in the task of targeted password guessing. our
experimental results prove that TPGGAN is a highly competitive algorithm, we evaluate
it on two large-scale password datasets, our approach achieves the match rate of state-of-
the-art methods and improves other methods when it is combined with these methods. In
the circumstance of targeted password cracking, the experiments show that if additional
information of password is available, TPGGAN can crack with a higher efficiency which is
bigger than 35%.

Keywords: Deep Learning, Password Guessing, Targeted Password Guessing
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1 3%

XA AW EDBAAMARERNAEFT R, REERBETENEZE. RFEWTE
AMEFRR, ERREBRK-—BHEF, XA TG FEER. EERF RITED
W, BEATETRL, 2WlmTEAZ THBENED. XRFHTAFAFEEXED
HIAIE R R AT X 2 B JEp Kk R IR E AN, T UNERKT &2 3E % E T H K
B Yampolskiy, 2006

FHEMNTERGET —ANFRAGHTIEER P AT E S EE 8 7 XDell’ Amico,
Michiardi, and Roudier, 2010; Kelley et al., 2012, X 4R A A LEZ AN Z AU FERL S E
Xo BEFBBEMNEELERNF X E RN T RFATELR TG A K, TREHALF
REMBENEDERG FH P HREERE, £ AE 43, #% #n HashCat HashCat 2017 &
John the RipperJohn the Ripper 20174 %5 85 4 M| T B & fF | — 8 2 K R 5580 7% 4% |
THEGTRAPRITESNAR, 5465 %ﬁﬁr%’@%iﬂ, DA Ak K B AR LB A R #ﬁo

EXRITAEF, BAKRAT RETRENF Ko RAE Lk oy 5 F 0 T H 8 % A LT N
F o # A RL, Tﬂﬁﬁ%ﬂ#ﬂr‘é’iﬂfﬂfx@% fT—E R MR, JFHEAMNE
R BRI B AR Sy oy — e i, BOF AR U%E%#ZM’J/\Z%EKL??E)& ETE
BTk, BARE T — A8 0 % ik v”‘J , AATE B AL R R R LR R S B
oA, I 3] B8 B 5L A AT R A ﬁf%z\%ﬁ%’vi%ﬁk AT AT B dE R
WM AR B K R R B %it, e 8 AR & a2 Bk ek Ko

AT 7 % #r  TPGGAN (Targeted Password Guessing GAN) , w{# F 414 4t 41 4
& M % (conditional generative adversarial nets, conditional GAN) M 5% 5 35 35 & oy — 3 4
BEEBNALLSANA, FEMKN -0 LHTNR. EANMABTEHEFEE LWEREK
W, TREG T e Bt AAETANURNEZI N FDRENTE, REEANEA
Wy O AR R T B R aiR. wRi TPGGAN oy fiy th @l HashCAT, 7
248 P gk il HashCAT 7= A 09 25 R4 ¥7 LA IR e 54%-72% B £ 09 K& F oy H 8, X
F9 T TPGGAN B L e M B L E T A L EH N E LU Fi, TPGGAN 3f LA
EHFERFHTEWNZEWEAFATTRHE, EHAEAREER—HLBELEHRKAT,
TPGGAN & 5% ## 2t = K42 I+ 35% - 61%.
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1.1 HEEMHXTH

FHENKELSHHR, ABEATHBEAY, KEXAEAWETREFDNDER R,
E—RHFEERT, REEER—NERTD, REERCENTEBEEFBARET
A, mRXAREELS RO AELR, BLHRRT —RRIWBEL. L@k
EFaEN R ERA RN R, EXT I, RNEEFEIAER

EGETBWERT XL, FRAARAENE TR, BHRBER A EEN—, &
EHHFRT, REFHLBTE—RTRHAL, EH—KBATDER. E2AHMES
BT EAFARE, BREDELLHKRRS, BhTRFRER, TrEeLREm FFF
TATe WRBAEARE T, WLBITrE LG0T HURTOT LA, &AM
T LUHAR K 1 JE S ok

BMRE oy RN TR g, FERGMRT AL R, BERANER P
HRETELH O EERR. KT, AP EEEA L@EHRL, WEELHET
—RBREWAE, EREMAEFIDL. EFEEHET, AHEHATLLRAEM P EA
LA A A, N R o B T 3 T St R R LA I R B B R
REK. HF—RRIW TGS, FEFEPQOHAPERGRL, FHAHHER
TERWEHAN . BHEER, FEAFEWEIBBERS, RTRELHRERT o
B IR T LU B RN BB, YA TR AN A MR LEAHY ™
B, B E T E A R R AL

John the Ripper f# HashCat John the Ripper(JtR) & HashCat & #x § % 4 %2 7 it
TH, eNAAREMERTDE TR WFHFLRE;, FREE;, ANKE, ANMEXLT
A K o S o B3R HEAT R 4R T A AT R . JtR 5 HashCat s 303 B /R 7 KA 0 &
YA A, AN A AR SR B AT AT A B A

T Markov B W FLFEMEE ZRTABEAETEN R AL EFSG 2P RT

/\755@(5"7 EEBBBET CHARFHRIN, EART R THER P ER SNz 4
5 & W TR TF LW AN MR EEER, £2R ERVAMBME LT XEXES

(Probabilistic Context Free Grammar) &%, & /R 5 kA A g B 4F 4 A (b & A0 20 A o

Claude % Castelluccia, Diirmuth, and Perito, 2012 F 7 4 5 £ & UJT—“’T%%‘UM L3

TEEZAREITME, FRETENTARKEENENETDRBEEER S, B

ﬁ%ﬁﬁ/%‘é e, T DAGRAIE E A By B R T R A X T n-gram ﬁ?&@fﬁﬁﬁ =
2o

Arvind % Narayanan and Shmatikov, 2005F] f| £ T & /R 7 kA B T /R KK & K

Pl
>°H \\\*
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WGBS LA, HHAXERETBFTHREXTURARA INER L, FEHT
EHANMEEZATHERZA T H e AT RREEHERKFHEULBRAT M TH R
B HLEE S oy R K 7 8, B AT B A 2% 18] b B9 28 R AT ik oY B AL AR

ETHMELTXLXRBENEEHENEE BE ETXLXESE (probabilistic context-
free grammars) 4% PCFG, v AT 85 N H % F 2 b T 38 53 % 38 9 1 0
SEM, TR A A T DA A ACR M, e 2 JE X AR T AR B A

Matt % Weir et al., 20096 1 7 PCFG N EL N4 EFRZETRFLEKXN £ 70, &
RABLF AR E L BRI EEHE R G EEA P RITEENER A—A
B R R Y R A 8 B A — A PCFG, F AR 3| — e R 4 H 0 A T 55
1 B A RATAR

Jerry %Ma et al., 20147 Matt S8y T/ 347 T ¥ B, Matt oy B3k & 28 F Z NI
GEFIFTEBEMG 2%, KERT— el FHR IO ELTDEFN, Jary &%
RTZMHARGFH, RANERZTAEDTIHE & KN F R RITFHEIN,

ETHREFINEGENESE REFIRETHALEERNRREIMNTE, #7724
FERATZMESY, EXRNNERAGREFHLAL TR EHER, HFRAF - LETEHY
AR R AR

& B W TAEH LB M £ 2006 4, Ciaramella % Ciaramella et al., 20064 348247 7 3
TZ2ERmI E EERES, FRIET FRFEINEMEZ W LN RI, TRERLHA
Ciaramella W 7 EE LM T T EFE—NMeENER T %, FHETFRZREEE L
RIE T Al I

Melicher %t Melicher et al., 201642 f 7 FLA, # F &I # £ W % (recurrent neural
networks) By &AM E E, A TR EEEEIFEFE A, A1 TERW T W4 W %&R
WG ARF T EEAREHHFAATEDFN, X E T XL REEMD R LR
%, WA W LG UHE RS B U R M

Briland % Hitaj et al., 201748 i 7 PassGAN, & 1§ %t fii## £ ¥ % (Generative Adversarial
Network) M F 5C #2585 B4 S 0 B 6 0 3 X R A, 9 DLk A s T B W R 4F .
PassGAN # % 7 F A48 R iR 5% WX, ek 2| 5AARG T EMANER, &
— S F LT R B A R

K& ETRRAANMFHAE, HANRERTG Z T iy, SREAREA P RITES
W, MAZRETHANEEDREEHMFEN. BRAWAN A RT R ED =

5
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FE R R TR, XUTFRAGRFORTAMNZETH, FHUATHRMERIRE X X
AN & — AR AR, X IRF| T H ki Eprad R te

T PCFG § B /R¥] RAZ A oy 5% 40 7] AR 55 20 B4 R R I A iy 25 4, X ooy
EEFEE SN, WD T A EREIRG R, ExEDom AR HEREN B, Wk
FTHRT ARG H R A MBI T B AR Ui n-grams R#tATE X, PCFG 77 ik 3t
BANFALE MDA FEREGREE LR R, REEAREFEEMARANRRE.

ETREFANEESED ARG RAEALRANBR, BEFULFEEAHR X
THEONER, XEFXLEEENRE. SO THEET TR P ERGEGHTLL
WA, BANES I RETERE T &, EHEIENENREUENDRT X
A, 85 XA R R L % A o Briland % P74 th 8 PassGAN H#xt B4 o0 242, DX
FH 7 R RS ES, ERZH R E#AT &m0 BB EN R, AL E R B
5 R Rkt — F RIS EFRE
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2 EX

2.1 ¥

2.1.1 FEFHE K&

%t 4 Bk W % (Generative Adversarial Networks) 2 F = A B K ¥4 S, UHH F A
T ERAER, SREFIEAVELGE, RETHA ZERAESH G4 RERNE
%, NRE %7%@7%‘?9’7@?% Mo X470 AE R P 25 o £ AL 4% AT an By 2048 AF K

S={x1,x0,...,x,} FERIENEELA, FAEFRBEERFHER £ R AEEEL
AWt d, /ﬁxﬁ{?ﬁﬂlfﬁ%fﬁﬁ/ﬁﬁﬁi A, B K % B Tk R S E e 2 2 L%
fEMurphy, 2012, GANs JFI E SR A MEHE LA, TEd0H Ry T EHITRHE,
EH-MNERREMENLE G, FREESHHHAE BT B0 L LR 2 fT’E?ﬁ%
ERPTFE QAN —ANRAE IANTBRZAWFAET AP EEREEMENLE G WX
A, WM EER W SEE M NER, GANs GHEMH —DM k-, EH G
WEBKMT—MNARNEREMZERNE D, D FEL;HBERINREZTEREREBEELS
i, MBS PHFAREXREREOME, XWAEH THERNESNELE. WRERE
ARG B I R R R X AR, FT DA 8] IR R T AR AR /MR 5

IrallnmaXZIng (x4;0p) + Zlog (1—f(9(zj:6c);0p)) (1)

j=1

ZE f(x0p) 5 g(z;00) A&k D 5 G, @il LR R ADRAREE, HAME
WAKGZH LB HEORS, B G ?ﬁu%ﬁﬁﬁﬁﬁﬁﬁ% B B, D o B Ea M
R KA 2T K EREHEL T A RN % H Goodfellow % Goodfellow et al., 20143
H, BRr* GANs H T ¥ £ %3t i, & WGANArjovsky, Chintala, and Bottou, 2017,
IWGANGulrajani et al., 20174, X TESR, 4 IAEETEEFI W F = LEHAT
Tk FR I, #A4TF A CGANMirza and Osindero, 20144t 2 #4T 7 3k, 3 18 KA
Wy 7 ik B AR K T % o W BUME R



HTUL A S AR A B b6 S ()

('E _a%tit / ﬁ%*ﬁiﬁ (FREER TREER (BREREIR FRERR o T
@8-G0 80 &80 ) -

HRMELEH, 6

%‘%i*ﬁﬂ& /ﬁﬁ*ﬁﬂi ﬁ%*ﬁﬂ& %E’fﬁﬂ% (BRERER [ T
\ ﬁg}%ﬁ% J_. ( H ) J.aesmm\ \g,—tj—“ Wit )

FIRIMLELER, D

Figure 2.1: TPGGAN Wy 2EM, A ok W 25 5 H 5| P4 A7 LB N BN R R TR B, 2 A R
AR #EAT — R IR

2.1.2 TPGGAN

#F Briland %Hitaj et al., 201785 TAE, AT & & B 45 H 3] F 4 8 fr N T — &
R, ERENMTEReEmRERARTATHER, B 21580 T 7w EgE
o

CGAN # Mehdi & Mirza and Osindero, 20148 TAE#, 152 45 B 3 30 4 A& W 45 7] DA B
T RN —ANFAAER, BT ot A RS A A B & I N ENTINME R v, UTREH
. y TUREAEANHGEL, thnkifF EF RREHXeEANHE 1
i B AT B BOK 2 A TR K

minmax V(D, G) = Eavp y, (@)[10g D(@[y)] + Eznp. () [log(1 = D(G(2]y)))]  (2)

IWGAN £ et 44 i M & 8yt F2 o, B 411 JH 7 Ishaan £ Gulrajani et al., 2017

FRo RE GANs A F R4 T BoAM £ RER, (FH)| AL EA S AARE, BEE DK
Martin % Arjovsky, Chintala, and Bottou, 2017 F7#2 i #7 Wasserstein GAN 1{# 75 GANs EI@
WHE AT, BRAVF S HENA A KB FEAREE R E K, Ishaan F A HE
HOER A 77 AB R WGAN By R EH LR, 5 IWGAN A8k WGAN #y )| 51t 42 2
R

WGAN & 3t Kantorovich-Rubinstein 1 #y 7 &, K #4700 T oy 14

minmax B [D()] - iLEPg[D(@)J (3)

KE D R 1-Lipschtiz B8, Py R 5= G(2), 2~ p(z) BAZLMBE S EHE
—REEABHFEAT (B THE WGAN $r T2 R Ta%, EXECHMEA critic) ,
X bR Bk BT IR, (AT A A S B AN W (P, Py).

7 WGAN # % 7 # 3% %} critic # Lipschtiz R4, {E#R M E WM LW EHTRY,

8



A TREF X F IR NE R K

ERNEAWKE [—c,c] Ao Ishaan W TR, XHFMT A2 HELLEFERN L
AR, R -LHERL EHXERABHEEANH TR, REKREATEFHE
Lipschtiz [R % &7 5 #5 . E%T%@ﬁﬁlhmmuﬁﬂﬁﬁﬁﬁ WHAKLESH 1, FT
Plix B B8 critic Byt xf A E E#ATHE KGN, #ATBRE BB R T

L= E D@)- E [D@]+AE [(IVaD(@)], -1’ (4)
S ERERRREZ AT, FAT A oritio HAE 8 E I, BRI 24 B S
T1IWFE#AT, TR ERAHFTR T MW ETRBE REAVRES (FXRALFEHE
%#Kﬁﬁl,W$L%ﬁ%

BlE, A7 LA RTE, B4 TPGGAN Wit b B R TR 70T

ingb[(ﬂyﬂ—mgp[(ﬂyﬂ+kﬁﬁk[meD@Nb—if] (5)
ResNet X TR EEMZMN %S ZH TR HEUS N FERMHK A, He FHe
et al., 2016 W T HEERZWE, EEZEAUKZNHRNFTHERE M, EARKH, 2w
T Wy 7 AT R ) o i

=F (x,{Wi}) +x (6)

AL ITEY, WENFIGRAREZENRZ, BRIEFN LN E—EHZH BN,
B R A M B R R B LR, W] DURIE W S5 AT HT (M £ Dy —AME S B 4T . Weinan
% Weinan, 2017 0y TIER Y, REKREME T UHEBA —NE M AR 5K, HFUAHE
AT IR R P AT — AR

y = h(z)+ F (2, W) 0
21 =g (yn)
He 2 fn Zipy AE LV ERAFGE, y A5 | ENEHBRE, h fn g HENBS, ¥
Uh &M EFLEN. EREWENLEY, NEEREZRYEH, R g fo h Ll TEEBR
g, NHELRIMG. XFTURBBENT, WRA G A g WA, W UK LRSS
ABRER:
21 =G (h(z) + F (2, W) (8)

ATRERFMBEREE, LR T EAIOHEFEELTEERRS . X2 iHE
Eﬁﬁﬁ%ﬁ,Emﬁi%%%%ﬁm,ﬁ%éhﬁg%ﬁﬁéﬁﬁ,%ZﬁV@VhVL

9
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F AR BN A Bh, XA ot 8 xt 4F 7 P AR
BRWR b fog HAEEFRE, W2AXT SHTUTH:

21 =2+ F (2, W) 9)

HEE He FTHEFRUHEEAZFNEN TR, FEEREGXTTUFEWTHEL D
ARG B

dz
<~ R W) (10)

TEIMETER I WESM, TURKZEMEN KX OERZEL ) #5108 Biar & 3
fo, WRNSEE X AZRARERT 10, Lt B TES D, RERSHE L
dz ¥ DL 2 WS #ATRR, Tt RUBEL LR, 2(0) WRMLE N —REEWH 1%
B, REAREWNEARELTUBEN S AR, FRBERBL T RATRT

2.2 i

2.2.1 HHkE

RockYou Dataset RockYou # & RockYou 20104, 4 32503388 /™% &4 £ A, £ 5L I
wEF, RNEAD>THAFHNED (XHoEH 29599680 MFEA, HHEHKEELE

wt 90%), JH@EH A E 80% 1E 4 Y e X A A F A E N T EH#ATIS, HExTHTm
209(5010036 MEA) AT i, HR A AU R b I, A /RE| 1978367 A%
FEAAE A K &

LinkedIn Dataset LinkedIn #;3% & LinkedIn [B &4 F TRt /2w, RATGH 34T
AEE A, R RE P AR AR R T A RockYou 36 B 5 % . ¥ B LA 4 60065486 A~
E— AR, H PR 43354871 FAKEL AT 10, mE&W /'ﬂhf&%@ 40593536 /™A%
A (ERENFEFHIALHHFA) .

2.2.2 SZIGH R

ﬁiﬂ‘]”‘é;‘%ﬂ’f TPGGAN oy 55 25 5 U M sk HAT I 0, £ S E LR RN AT, #4TE
WEA A I AR, PR T R ARVEATICE, 1 b 2t b 77 % 4 1 FLAMelicher
et al., 2016, 3-gram # X 8 & /R T k& A Dorsey, 2017, PCFGsWeir, 2009, # i # | % &
#y JtRSPIDERLABS, 20125 HashCatHashCat 2017, P % PassGANHitaj et al., 2017, 3

10
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# 4 TPGGAN 5 HashCat Best64 # ff 7 3= # 4T M % . H ok, &AM E T TPGGAN £
FREBEHERE, FERINGEMBN-RETE, BFTEFEFMFERY B2 FHIENH
S B\ TPGGAN #, 5 %2 fREETH Mz B HILHATRE L xttb.

2.2.3 FREWKHE

Table 2.1: TPGGAN 7= 4 thve — %550 $ 2, L% 5 RockYou M3k & £ A (1978367 4)
Hy I g R

FEHARKE | %-THKE | EEX
104 9,934 0.005%
10° 96,720 0.049%
106 846,723 0.376%
107 7,035,586 2.141%
108 53,001,214 6.732%
10° 352,684,864 16.012%
1010 2,231,742,374 25.975%
101 9,324,676,543 37.324%

EFRE 219, #A1Exr TPGGAN AR MR E T, Fra mmhg —Fx 5D %
&, BRI T RockYou 3K & # By [T L & o wam%w%ﬁwgwm,
TPGGAN FiBE ZWHE A KNEFK M, EREGUBRAGE LA, 232B0R, &

ERBEER N 100 0, EERENEKEZEHEE, RETERE—FSDHKERKIE

BEHAR, EARTIBRTFETAENELZEDHA, BEOEKRKEN 10Y o, ERELH
REAEURATCRE.

Table 2.2: TPGGAN # RockYou MK & F ik F| &4kt R T BE T £ RAEA S E

ViR | v — % | EFE | TPGGAN fr % 4 R A% | TPGGAN [T f %

JTR(Spyderlab) 10° 23.32% 1.2-10° 23.32%
3-gram L /RF KAEA | 49-10° | 26.93% 2.51 - 10° 26.93%
HashCat(gen2) 10 30.22% 4.8-10° 31.60%
HashCat(Best64) | 3.6-10° | 31.84% 5.04 - 109 31.85%
PCFG 10 24.59% 1.9-10° 25.12%
FLA(p = 10710) 109 23.32% 1.2-10° 23.32%
PassGAN 10 | 26.036% 1.1-10%0 26.041%

R 225 %4 239, HA1F ETHIE TPGGAN £ 75 #h 3k 5| H v 54 5% I T Aty
e, REAEZLZWMEIR S A MNEML R ER IR, ﬁ'ﬁ%zﬁkbé’]ﬁ& GEN
BKEE EHE R AN AN ZITH ST IRMAER, R LW TPGGAN %4 T DL
KEAFTEGERE, B85 —FH, TPGGAN BFFEL & — MR ELAWE LA

11
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Table 2.3: TPGGAN 7 LinkedIn |3 & F 3k | &7 i A0 [ T B AT 55 A& RAFE AR S &

o7 ik | — & | REE | TPGGAN B % £ R A # | TPGGAN [T f %
JTR(Spyderlab) 10° 16.85% 2.5-10° 16.85%
3-gram Z/RE AR | 4.9-10% | 14.36% 1.7 -10° 14.36%
HashCat(gen2) 10° 15.54% 2.2-10° 15.54%
HashCat(Best64) 3.6-10% | 17.67% 3.5-10° 18.24%
PCFG 10° 17.95% 3.6 - 10° 18.24%
FLA(p = 10719) 7.4-10% | 20.42% 5.8 - 10° 20.57%
PassGAN 10%° 24.11% 9-10° 24.11%

F ek B A E B ICE %, 7£ RockYou 5 LinkedIn K& FEH AT AEHE R, Xk
TERERTNIEF, THK%N%dﬁ%%ﬁ%TEA FR, HEFHE R %R
DARAAEAZHMEEAL XANERML, FREDBTFESENDAHATER, X7
BT A RE

5 PassGAN By xf th & ¥, af PassGAN By 2L f & 7 SR A M a0y R, £ — 1%
NEE2—EREMBARAHAGEE. FEHZENIRBLEXA, FHEMHERER
HHME B, HFENRERLFEARARENRA, XERAEBTFELENRER.

TPGGAN &5 HashCat % & & TH 0 &7 %, TPGGAN a8 45 DL E B 09 3 JZ 4 K
FHEDHER MR ELRYREYFEAENXFS RAARAFYHR. A TR
TPGGAN £ & HashCat F@y 6, ®A1E £#H R T RockYou LK LinkedIn Il X & #
HashCat Best64 (X £ 523 % 7& RockYou Ml & E &k I g bFeh k) B4 T F %D,
ZHERANEE T AR ES, B4 1348300 % 8 RockYou #yAEA LA & 33394178
LinkedIn & &4,

BN LIERKY, ME TPGGAN 4 R oy A% o, HATH % T W48 & HashCat
AEHMRE LR E, BAEH HashCat A& 5 Lk g 22 A x AN . B4R,
F 7-10° i TPGGAN 7= 4 #y %25 | HashCat 8k 4% IC i 54% #7# RockYou il i% & w1 py 5%
o, LR 72% ##r LinkedIn # 8 % 4. x5k ¥ TPGGAN xf K 46 5 & - # 4T A 1,
Frifi 42 2| W R AE 5 AN RIT AN 2 A S 2 Ry, TPGGAN # RAT SRR UE T %
EAMFHAN, SUEFTEELE, BB EEHRIEE M,

2.2.4 W%k

R I AR T AN R A W TR R A T AT R
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